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PROFESSIONAL SUMMARY
Offensive security engineer with 9 years of experience conducting full-scope red team operations, 
adversary simulations, and penetration tests against Fortune 500 enterprises, financial institutions, and 
critical infrastructure. Deep expertise in initial access tradecraft, C2 infrastructure development, and post-exploitation across Windows, Linux, and cloud environments. 
Cleared TS/SCI. Strong communicator - equally comfortable briefing a CISO or writing a 200-page technical 
debrief.

WORK EXPERIENCE
Principal Red Team Operator -  Fortune 10 Red Team - 2021 - Present

Lead adversary simulation engagements emulating APT29, Lazarus Group, and FIN7 TTPs against tier-1 financial and energy sector clients
Developed custom implants in C and Go with sleep obfuscation, process injection, and AMSI/ETW bypass - evaded all major EDR 
vendors during testing
Built and maintained red team infrastructure: Cobalt Strike malleable C2 profiles, redirectors, domain fronting, and automated OPSEC tooling
Conducted phishing and vishing campaigns achieving >35% initial access rate across 180 engagements
Identified and exploited zero-day in widely used enterprise VPN appliance - coordinated responsible disclosure, 
CVE assigned
Mentored 14 junior operators and developed internal red team playbook adopted org-wide. Developed Novel Evil Font technique.

Penetration Tester to Red Team Lead  -  Department of Defense - 2017-2021
Promoted from senior pentester to red team lead within 18 months based on technical performance.  Specialized in Active Directory attack paths - DCSync, Kerberoasting, 
ACL abuse, ADCS ESC1-8, and cross-trust lateral movement
Delivered 60+ engagements including network pentests, web app assessments, assumed breach, and full red team 
ops

Chief Security Consultant  -  NASA International Space Station - 2015 - 2017 

Conducted external and internal network penetration tests, web application assessments, and social engineering engagements
Wrote two Metasploit modules for disclosed vulnerabilities - both merged into mainline
Built internal training curriculum for junior consultants covering web exploitation, Active Directory, and report writing

EDUCATION
OSCP, OSED, CRTO, CRTE, GXPN  -  Offensive Security / SANS / Zero-Point Security - 2016 - 2022

OSCP (2016), OSED (2020), CRTO (2021), CRTE (2022), GXPN (2019), AWS Security Specialty (2023).
Active TS/SCI clearance with polygraph (Proof available upon request) - adjudicated 2018


